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Abstract

IT systems and infrastructure have experiencegid hange in complexity as a result
of consolidating multimedia communication througtemetwork (Internet Protocol
convergence), moving from mainframes to client/eeend implementation of web services.
This has had a drastic effect on higher educafiores$ources. It has created a greater
dependency on IT services as well as a disconmtatelen these innovations and the ability of
the IT security professional to understand thererstiack well enough to secure it. The
university’s continued funding of antiquated infrasture and systems has resulted in
unnecessary expenses and hidden costs as it relaesurity and efficiency. Reducing
university system and infrastructure complexitydoysolidating configuration, migration,
management and maintenance of the hardware stagksahe organization to decrease the
number of devices requiring setup, configuratiod aranagement while allowing for funding
flexibility and realizing cost reductions. Furtheystem management efficiency allows the IT
administrative and security professional to focnsmwre than just application configuration
management strategies and user authorization padtgmesulting in increased security.
Implementation of virtualization through the Cidd€S (Unified Computing System) coupled
with Oracle’s RAC (Real Application Clusters), VMuess enterprise software and SAN
technology resulted in complexity and cost redungioWhile specific security, efficiency and
capacity goals were met, virtualization broughtwthwew security issues.
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INTRODUCTION

Recent economic conditions have created a busprebtem unique to higher education

and its IT infrastructure. In the past ten yelrsystems and infrastructure have experienced a
rapid change in complexity as a result of movirggrfrmainframes to web services (Weinschenk,
2003). The technical landscape continues to besonare complex as technology advances and
application sophistication increases more rapicligating a greater dependency on IT services.
To stay competitive and efficient, private and foofit businesses have spent the last ten years
keeping up with technology and training their staffowever, the university has been insulated
in its own microcosm, having the luxury of ignoribgsiness cycles, as the product offered has
not changed drastically. Now, recent economic @ and rapid advancement in technology
have created the perfect storm within the univesgtting.

It has become imperative that the unitefds ways to cut expenses to meet declining
state budgets (CU AFR, 2009). In the private setuasinesses have focused on either cutting
unprofitable products or reducing labor costs tgtoaptions such as layoffs and outsourcing.
While these methods work in the short term, a 200@ Waterhouse Coopers Study reports that
financial executives admit these costs eventualtgep back into their businesses within two to
three years” (p. 1). The university is faced with issue of cutting operational expenses while
trying to maintain a minimum level of infrastructuaind quality of the product and services
provided thus these short-sided solutions willehmt The luxury of ignoring the business cycle
is gone and drastic measures are now needed tahiennumber of resources that are cut.

Specific to this case study, two conduasiwere drawn after primary data collection and
analysis. First, vendor support contracts and teaance renewal negotiations show that
continuing to fund antiquated infrastructure anstegns results in unnecessary expenses and
hidden costs related to quality and efficiencycddel, skill set observation and coaching of IT
personnel show a lack of training has created @disect between evolving technology and the
ability of the IT administrative and security pre$égonal to understand the entire stack well
enough to secure it. This disconnect has createsheironment in which the IT administrative
and security professionals are focused on applicanfiguration management strategies and

user authorizations rather than service to stakielnsland security of private data. The solution
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is to reduce system and infrastructure complexytgdnsolidating configuration, migration,
management and maintenance of the hardware staak will allow the university a strategic
method to decrease the number of devices requsehgp, configuration and management while

allowing for funding flexibility and realizing coseductions simultaneously.

Overview

Virtualization can reduce system and infrastructumeaplexity. Further, virtualization
can be implemented in phases allowing for capitpkase spending flexibility. The purpose of
virtualization is to increase efficiency and redgosts, with each phase addressing different
aspects of specific resources. Phase | shoulddedhardware consolidation and virtualization
of the web and application tiers along with comntiadtion of the database tier. Specific focus
is on reducing hardware maintenance costs, EOStl (HrSupport Life) hardware and reducing
power consumption. The main objective is to inseeafficient use of CPU capacity and to
create system flexibility and resiliency. Phasghibuld include implementation of desktop
virtualization with a primary focus on change magragnt issues and reducing the impact of
human error. Further, an emphasis on trainingaraegtional restructuring and group
consolidation to support operational technologmeglemented in Phase 1 should be
incorporated. Phase Ill should include full déga virtualization and disaster recovery focusing

on full multi-site recovery in a cost effective nmam.

Three Phase Virtualization

PHASE PHASE I PHASE llI
TARGET Network Infrastructure | Human Capital Multi-site Infrastructure
RESOURCE AND | Web/Application Desktop virtualization | Disaster Recovery
OBJECTIVE virtualization And Human Capital
Investment
PHASE PHASE I PHASE llI
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e Reduction in e Improve Efficiency |« Fully capitalize on
FOCUS hardware and in Time virtualization
maintenance costs Management through integrating
* Resolve EOSL » Train/Retrain labor sites.
issues in new technology tq « Reduce hardware
* Improve system reduce knowledge and maintenance
flexibility, resiliency gap costs at disaster
and efficiency in * Organizational recovery site
power consumption restructuring to * Eliminate EOSL
and CPU capacity reduce labor costs issues at Disaster
Recovery site
* Enhance disaster
recovery by reducing
down time and
implementing full
recovery

Management will initially see the capital expepn$¢his project as counterintuitive as
the natural tendency is to cut expenses immediatébwever, when taking into account an
accumulation of hidden costs and unnecessary egpgimsernal optimization becomes more
cost competitive with alternatives such as outdagrand can result in a more secure
environment for data and improved quality of sesvid herefore, one of the main hurdles to this
conversion becomes a “human” rather than techrgsak.

To manage both the technical and hum@a @l the conversion requires a strong visionary
leader. A strong leader will provide clear guidafar short and long-term goals and allows for
both management and employees to move in the smewtiah. In the private sector, Fulmer
(2007) found that strong leadership has been stiowe “the essence of exceptional
organizational performance...[and the importantdraftleaders include]...flexibility,
collaboration, ability to leverage subject matbepertise and a willingness to continue their own
learning journey” (pg. 12).

Leadership for planning and organizing diptimization project within the university
should be no different. A broad based knowledgeonty in technology (both hardware and
software) but an understanding of finance, prajeghagement and even Human Resources are
critical in demonstrating the value of the projestestment as a long-term solution and carrying
the project forward throughout the organizatiomurtker, all these elements are necessary for

gaining funding for a project of this size and matand to keep the project on time. This often
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seems like a tall order to fill. However, it igerf out of crisis that a leader with “development
and articulation of a leadership strategy” emefgesmer, 2007 pg. 7). While managers are
naturally risk-averse and strive for stability retday-to-day tasks, a strong leader asks the tough
guestions, takes calculated risks and is willinthiok outside the box with the best interest of

the organization in mind. A leader can emerge famy level in the organization with real data
and ideas on how to make the project work.

A visionary is almost a necessity in thierent economic conditions. The State system
begs the question of where costs should be cuwvaede funding can be found; nothing is off
the table. However, some of the most critical sasting measures may be less obvious. The IT
professional can often lead the way in highlightimpecessary expenditures and replacement or
maintenance budget items that can be used forrigrttie first phase of complexity reduction
and training. Further, budget forecast analysisvsithat full cost recovery of the project could
be realized within two to three years through openal expense savings in power, cooling,
space, cabling and equipment maintenance costsseldavings can quickly offset the capital
expenditures of the new hardware and software.

The importance of this must be emphasamsidering the private sector has found that
traditional cost-saving measures are neutralizedinvthis time frame. Management’s natural
reaction of reverting to cost-saving solutions sastoutsourcing and a resistance to spend
money on technical upgrades (Weinschenk, 2003gcurity during budget crises has to be
overcome. The hidden costs specifically relateoutisourcing should be addressed, as this is
often perceived as a quick, “safe” and less expersilution and therefore implemented without
analysis of the impact. Often, outsourcing leada kess intimate process as the outsourcer does
not truly understand the core business of the azgéion or the organization’s message gets lost
in assumptions.

This is not to say that some traditiamalasures of cost savings should not be
implemented, as eventually some will support tmgleerm strategy. Salary savings resulting
from reduced complexity will happen and can bevested in the remaining staff in the form of
specialized IT and security training. This allate IT administrative and security professional
to focus on more than application configuration agement strategies and user authorization.

Further, specific to this case study, specializathing helped to improve efficiency in service to
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internal and external customers, tipping the sitatbe cost/benefit analysis. Eventually,
focused training and a more cohesive and effi@antronment should result in cost savings and
yield a better-trained work force with a more ingional security focus. The organization is no
longer making short term cost savings decisiorapfmease the budget, but have now become
better stewards of the budget as well as a bedteice provider and corporate neighbor to the
community. All of which have become top priorityads under current constraints (UC AFR,
2009).

. PHASE 1

1. PLANNING

The urgency in which cost saving must be foundreated requires a well-orchestrated
system for implementing these changes. Boyd’s bhlteration says, “In implementing
complex systems, it is better to act quickly tharfgctly” (Sessions, 2008 p. 50). However,
optimization requires new knowledge and a shithmdaily activity of the IT administrator and
the security professional that results in the rfeedmmediate education and training before the
project begins. To fund these immediate trainingdse the project should start with analysis of
budget line items, compute capacity, power usagdrarentory of existing infrastructure as well

as review of vendor services and contracts.

Budget projections of reducing or eliminating litems such as desktop replacement,
network improvements and midrange server suppotracts show a possible cost-savings in
the hundreds of thousands of dollars. Money faingipation can be found in budget items
designated for data center improvements and plavast.  Further, now is the time to reconfigure
procurement strategies and renegotiate servicesrracts with vendors for support services
and campus agreements as it relates to hardwarapgtidation licenses. Research shows that
long-term financial sustainability and performaiace greatly affected by poor procurement
management within the university (UC Berkeley, 2@8080) and thus just as important as the
physical hardware and software upgrades.

Budget review should also include an eatadin of the life span of infrastructure as it

stands and then taken into account when lookirigtate costs. The university IT infrastructure
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has not had the need to become faster, better @ efiicient and as a result some equipment is
reaching end of support. Further, IT infrastruetand the data centers are a massive drain on
resources. They are in general expensive to equiting expensive real estate and mass power
consumption (Gai, et al, 2010 p. 2). Private comgrsuch as Google, Microsoft and Yahoo
have all recognized this issue. And while the arsity data center may not take up the 470,000
square feet that the Microsoft Quincy center doasse the 47 MWatts of power (Gai, et al,
2010 p. 2), it should be analyzed for efficien®educing the carbon footprint of the data center
is environmentally friendly as well as fiscally pesisible.

This reduced footprint is easily attailealyhen you look at the computing efficiency of
the new consolidated hardware. It is well docureérhat most equipment in a data center often
runs at five to ten percent capacity. Server girfation can be optimized by increasing server
loads from 25 to 50 percent while reducing powerstonption by 14 percent (Gai, et al, 2010 p.
4). By increasing server loads, lightly loaded/ees can be consolidated or eliminated
altogether, resulting in less real estate needddeduced power consumption. Finally,
consolidation and elimination of lightly loaded wens reduces or eliminates physical cables
resulting in improved airflow through the data @ rdnd increased cooling capacity.

Once data center, infrastructure, prooerg and budget analysis is complete,
optimization has won management approval and fungifound, it is time to plan for hardware,
support and training for the project to begin. Méatleading edge project such as this, it is often
the vendors that will step up and include trairamgl support before implementation. However,
it is critical to understand the knowledge basthefteam before hand and improve skills where
needed. The knowledge base of the IT group nowgdsmfrom network administration and
desktop support to cloud computing, SaaS (Softaara Service) laaS (Infrastructure as a
Service) and PaaS (Platform as a Service).

In cloud computing, SaasS is often mistdkelefined as synonymous with “cloud”.
However, SaaS is an application software serviaedtows customers a network-based
mechanism to manage commercially available softwa¢he Internet (CSA 2009, p. 15). Itis
an attractive alternative to installing and runnapgplications on the customer’s computers as it
allows remote access to applications via the Wetplgies maintenance and support and

eliminates the need for patches and upgrades. isa@Soutsourced service that replaces the

Keith M. Lard, keith.lard@gmail.com



Creating Robust Security and Efficiency by Reducingnfrastructure Complexity 8

customer’s datacenter space, network equipmerdwaae and software. Itis a complete
outsourced service of a platform virtual environtn@SA 2009, p. 16). PaaS or cloud platform
services, is a complementary computing platforncfoud infrastructure and applications that
reduce the complexity and costs associated witthwere and software layers (CSA 2009, p.
16).

These are all drastic changes for thearsity IT system and thus this paradigm shift
brings with it a fear of the unknown and a needpeople to take a leap of faith by abandoning
legacy knowledge and dependence on how thingsaare. dManagement support and
encouragement to seek and use training opportangtierucial. Leadership and management
should use incentive and reward programs to prothagenew shift and publicly recognize those
that are embracing what they learn. Grasping éve technology needs to come before
implementation in order to succeed. Itis here ¢ja@ning “followers” is more important than

directing “subordinates”.

To ease information overload a cohesive optiminasigstem and process was chosen.
For this case study, using Oracle RAC (Real AppbeaClusters) on the Cisco Unified
Computing System with VMware enterprise softwareksdo address two goals. First, this
system eases the real time issue of a knowledgedbefs through a cohesive and simplified
deployment (Cisco, 2010 pg. 3). Second, high perémce is cost effective, reducing budget
concerns. Database administrators are now relief/#te time consuming task of configuring
each hardware element in the stack independenigg@¢C2010 pg. 4) by virtue of the Cisco UCS
Manager. Further, the UCS Manager consistentlyaaedrately configures servers through
service-based profiles thereby eliminating humaarealmost completely and simplifying the
scaling process. Finally, the “wire once” configion simplifies cabling in the rack (Cisco,
2010 pg. 4) as network cabling is done once witnges implemented through software,
reducing the potential error rate in the cablinggesss. Reduction in human error alone allows
for better-managed and more effective work timeltewy in higher labor efficiency.

Efficiency and performance through thed@GiUCS is also realized through the Cisco
partnership with Oracle RAC. Oracle has a “missigtical” focus in their database and
application technologies (Cisco, 2010 pg. 38) wiantkhighly relevant to large corporations as

well as the university. The Cisco UCS memory cépplzoupled with a scalable storage
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system opens the performance floodgates to Oratéddse environments allowing for unheard
of work and performance loads (Cisco, 2010 pg. Fvious workload performance testing “
included a realistic mix of OLTP and DSS workloagkjch generated a sustained load on the
eight-node Oracle RAC configuration for a period’@fhours... far exceed[ing] the demands of
typical database deployments” (Cisco, 2010 pg.3B)e results showed that processors were
barely at 50 percent capacity and port utilizatkas at 40 percent. The expansion potential of

the system allows the university a cost effectiaywo scale up, if (or when) the need arises.

This elasticity potential needs to bghiighted. It is not uncommon for a university to
have several “outposts” or campuses. The newstrfreture has the potential to ease
procurement and efficiency problems across campuSkared services or “in-sourcing” through
this project can be a better and less expensiveroppmpared to well-known alternatives such
as outsourcing. Further, with successful comptetibthe project, the university would be well
ahead of most outsourcing companies in terms cdstrfucture and capability.

Innovation is proving that outsourcingtas currently known will eventually be
irrelevant. Optimization and virtualization is thath that technology is following. Outsourcing
companies will eventually have to change to cloowhputing to stay competitive. This will be
costly in the form of their infrastructure upgradesulting in smaller outsourcers being
swallowed by larger corporations such as GooglelaMi(Overby, 2008 pg.2). These costs,
both measurable and hidden, will trickle down tstomers. The implications of outsourcing
while on the cusp of change include higher costséovice, security risk to data and outages as
well as the organization’s risk of lost revenueidgioutages. It is at this time the university can
make the choice to be a leader in the industrp twetkept at the mercy of the outsourcing
company. The organization can become world cladssapport their message or continue to be

outdated and suffer the implications when theyearis

2.  IMPLEMENTATION

2.1 Hardware
Based on original lab testing by Cisco, assumptman be made and achievable goals set
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surrounding existing hardware and the implementadicthe new hardware system. Goals
around initial testing and current hardware inclpdever consumption reduction, equipment
efficiency and cost reductions. Original hardwewerently includes 290 servers, 24 racks and
3,500 square feet of space. Testing of originadiware proved that CPU capacity was running
at the typical five to ten percent. Power consuomptest results showed usage at a continuous
124 KW. Annual costs related to power, real esaatt maintenance currently run at
approximately $400,000 ($250,000 for space and tea@mce, $150,000 for power) while server
maintenance runs another $400,000. The objedite éventually reduce equipment to 30
servers, 4 racks and 120 square feet of space velilecing costs to $120,000 for space and
power and $40,000 for server maintenance. Furihisrassumed that power consumption will
be reduced by 75% and CPU capacity increased todd@¥ofull implementation.

Tests were done to compare efficiency and costs Bhase | hardware implementation
and configuration of 7 servers and 2 racks with 20%rtual machines running. The test plan
(Appendix A) is meant to outline the various testsl procedures that were implemented during
the Accelerated Deployment (AD) of the Unified Cartipg System platform undertaken by the
University of Colorado UIS team during Septembet®®ctober 01, 2010 (four weeks
duration). Test results showed CPU ran at 10%pameer consumption at approximately 12

KW. The results were within pretest assumptionsvhg for project progression.

2.2 Applications

Testing for optimization and upward capability ec@ment the university’s destiny in the
cloud-computing world as a leader. Further, testits will help lay groundwork for phase three
of the project (full data tier virtualization) apdssible shared services. However, the main
objective of initial testing of the UCS / RAC comptehould first be to simulate failures under
realistic conditions, proving that the system aghale is resilient, and that the new system does
not fundamentally change the operation of legagiegtions.

Application virtualization begins with the implentation of vMotion, DRS (Dynamic
Resource Scheduling) and HA (High Availability)dbhgh the VMware enterprise plus software
package. This allows for mobility of applicationghout impact of application function, as well
as dynamic resource allocation and quicker faiteoevery. More specifically, vMotion “allows

you to:
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« Perform live migrations with zero downtime, undéaéte to the user.

« Continuously and automatically optimize virtual rhexes within resource pools.

« Perform hardware maintenance without schedulingndiove and disrupting business

operations.
« Proactively move virtual machines away from failmgunderperforming servers.”
(VMware.com, 2010, Products Section, vMotion)

Further, VMware DRS as a resource management msoharffers performance, scalability
and availability beyond physical infrastructure gibgities. DRS * improve service levels for all
applications by continuously balanc[ing] capactt] ensure that each virtual machine has
access to appropriate resources at any point &' tjiMware.com, 2010, Products Section,
DRS). In addition, DRS will “easily deploy new cafig [and] seamlessly take advantage of the
additional capacity of new servers added to a megopool by redistributing virtual machines
without system disruption” (VMware.com, 2010, ProtguSection, DRS). DRS will also
automate server maintenance by migrating virtuadimmes off physical servers, allowing zero
downtime for server maintenance thereby increasioductivity by allowing system
administrators a mechanism to more effectively rganafrastructureFinally, VMware HA
protects against hardware and system failover tgvexing all virtual machines on new
hardware in the event of failover. It “monitorstual machines to detect operating system and
hardware failures, restarts virtual machines orogiysical servers in the resource pool without
manual intervention when server failure is deteeted protects applications from operating
system failures by automatically restarting virtoechines when an operating system failure is
detected” (VMware.com, 2010, Products Section, HA).

Implementation of VMware built in services and iaitesting of the VMware package in
real time was successful in proving that legacyliaations functioned without impact. In
addition, DRS monitored applications and dynamycatided resources to the application when
specified applications reached the predefined mesdimit. Also, testing of HA recovered all
virtual machines from failover to new hardware witthree to five minutes. The test plan
developed and used outlines the various tests e gures that were conducted during the
VMware testing phase of the application installati@ppendix B). The enterprise package has

proven to be resilient and thereby pushing thegetdp phase 3 of implementation.
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2.3 RDBMS / Database (RAC)

The implementation of RAC on the RDBMS (RelatioDalta Base Management System)
addresses three issues of particular importanigst, the non-RAC RDBMS (specific to the
university setting in testing) consists of fivealatervers each running up to fifty databases. The
database servers are isolated from each otherrantbascalable beyond their current capacity.
RAC RDBMS allows both the databases and databagerse¢o be managed from a central
location thereby creating flexibility not only irag-to-day database management but also
scalability when the need arises. Second, additidatabases require additional servers that
have to be purchased. Each of these current dagaeavers cost $300,000-$500,000 with an
additional $20,000 in annual maintenance. On therdhand, required servers for RAC
RDBMS run approximately $10,000 each with $500rinwal maintenance costs thereby
reducing hardware scalability costs dramaticaHinally, all five current non-RAC servers will
reach EOSL (end of support life) by May 2012 (thogeMay of 2011 and two by May 2012)
creating a reliance on third party support venders used hardware for mission critical
applications. By replacing expensive, antiquatagders with modern, scalable equipment the
university not only avoids unnecessary issueseeéled EOSL but also supports its mission
critical applications in a more cost effective mann

Testing of RAC RDBMS was based on the CISCO harewailure test plan for
UCS/RAC implementation. It included stressing sistem with open source tools and variable
manual disconnects within the system. These pested in all fault scenarios that overall there
was no detectable disruption in the Interconneb#ktet or FC/SAN traffic (Appendix C). The
RAC RDBMS implementation and testing showed thatdyistem is predictable, reliable and
resilient in managing the databases and databaggséhereby protecting functionality of
mission critical applications. With success of final phase of implementation and testing
done, the project can move to Phase Il focusingnamge management and desktop

virtualization.

PHASE I
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1. Organizational Restructuring

With hardware and software in place and testingedd is time to push phase two of
optimization. Technically, this is the least diffit phase as the focus is on desktop
virtualization. However, this can be the mostidifft phase for management given the current
economic conditions. Virtualization reduces depkteplacement costs, power consumption and
costs related to desktop support. However, deskittymlization equates to labor reduction and
salary savings. This often means people that haea diligent workers for upward of fifteen
years are now not necessarily needed. Managemesitrmow reduce their labor force. This
process is more straightforward in the private@ectnfortunately, the state system and how
layoffs are handled is limited and often diffictdtmaneuver. Difficult or not, management must
accept and being willing to commit to implementargd incorporating an organizational
restructuring process in phase two for financiakamability and growth.

Organizational restructuring has to stath an assessment of the future state of the
organization and the need to redefine roles. aidabor observations over fifteen years
dictate that one desktop support person can rebsomanage 150 users. Based on this ratio,
labor projections specific to this case study shiwat desktop support staff could be reduced by
40 percent. However, management may have to ratainmetrain some of these individuals in
new mobile technology as it is becoming more prval The increased use of mobile
computing would shift these employees to a shae#atlesk service group. Depending on the
university’s commitment to mobile or telecommutigglary savings will vary. In some
circumstances, salary savings may not be realizall. aThis is dependent on the how the
university handles state employee job regulatidhthis system has been manipulated or
abused, layoffs can become a shell game.

In the private sector, layoffs are simpMotice is given and said employees are no longer
employed; some may be given a severance. Howteestate system by statute allows
employees to retain property rights to their jobfie implications can be dramatic.
Management could be faced with positioning somewomerole that they are not qualified for
due to these rights and seniority. Managemenidcask those close to retirement to resign but
often this also means providing a severance or ssh@ monetary incentive. On the other

hand, management may be forced to lose a highlyfigdeemployee due to the rights and
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longevity of others.

While this seems an almost hopelessipadibr management to be in, it is manageable.
However, it requires human investment, planning gatience. Phase three of optimization can
be a spring board to catapult newer employeesnietotechnology and specialized positions all
but eliminating seniority and property rights t@sglic positions. The notion being that new
technology creates new positions with specializeéitssand requirements for the job. The
motivation for current employees will be to embraeegning, technology and apply for positions
based on knowledge and merit (not politics) or faskoff.

This strategy will require management to do bussrdifferently. Eliminating legacy roles
and creating new ones is time consuming in the stggtem and push back from management is
difficult to overcome. The time consuming taskedefining jobs, writing position
requirements, thumbing through current resumes@atdhing current qualifications to new
positions is not what management wants to do. Kewsét is now necessary, as the IT
administrator role has changed to be functionat@tiple levels within the stack. In the
university setting, the network administrator, DBA or the desktop administrator has not
cross-trained but rather stayed very specializeédsks and training throughout the years. The
depth of understanding needed to make decisioms dpwn the entire stack will take a strong
commitment to training from not only managementddab the employees themselves. Those
not willing to retrain will have to be let go. Thaiversity can use this as an opportunity to
engage, empower and promote those employees twblean successful in learning and
collaborating during the project while eliminatitige ones that have been barriers to an
improved organization. The project has been amppity to build a cohesive team that can
cross train and work up and down the stack indiziigias well as together.

On the other hand, the impact of retragjns a concern. Highly specialized training in
virtualization results in employees being in higdemand and possibly leaving the university
setting to pursue career options in the higherrgaprivate sector. Management needs to build a
strategy around retention of these individualsvimcthe revolving door scenario. Budget
concerns prove difficult in monetarily rewarding$e that have excelled. However, funding
incentives through salary savings may be possiBlered services, shared vision and a renewed

but different sense of ownership through innovasibauld emerge while legacy knowledge and
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experience are no longer relevant.

2. Desktop Virtualization

The second half of phase two is the actual impleatiem of desktop virtualization. The
end result being reduced complexity and risk fremate access, reduced power consumption,
and reduction in endpoint risk. A reduction inceffand risk from patching and reducing
sensitive data protection efforts and risks shaidd be evident. This is realized through
leveraging knowledge from the consolidation antlsalization put in place during phase I.

With desktop virtualization, power cangption is assumed to drop 75% based on data
and test results taken from phase |. Reducedteffal risk as well as increased host security is
assumed since there is no longer a requiremernitéoend user to interact with their local host to
assure patching. Further, due to a reductionardtita footprint, there is a reasonable
assumption of increased data security, as themtakanger resides at the end point desktop or
laptop.

On the other hand, desktop virtuai@@abrings on new security concerns and an urgent
need to refocus the IT administrative professianddily activities. Old infrastructure had static
security solutions that are no longer adequatbervirtual environment. Further, the IT
administrator can no longer choose to work in thédhe ground between the customer and the
technology. The middle ground, previously knowrdasktop support, no longer exists.
Administrators now have to work directly with thestomer through the helpdesk or migrate to a
more technical position. Virtualization brings it new security concerns that provide the
administrator this technical option. Securingthéual environment is more complex and must
include new planning and processes to the uniyessiturity policy. The specified role to
manage this process is now the virtualization adstrator (Haletky 2009, p. 4) and not the
network administrator. All risks and threats tbatild potentially affect the virtual environment
have not yet been identified and thus the posisan opportunity for expanded training and

focus. This should be considered in the restrutguwf the organization.

ll. PHASE 3
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The outcome of phase Il is to complete full daga ¥irtualization and focus on
enhanced disaster recovery. Full virtualizatiomptetes implementation of phase | with all 30
servers and 4 racks in service. Once hardwarepkace, the VMware SRM (Site Recovery
Manager) application is utilized to provide immediand total business recoverability. Past
recoverability was a “pick and choose” processother words, in the event of a site going
down, administrators physically had to decide wdyatems and/or applications would be
brought back up during disaster recovery and thenually bring them back up. However,
SRM allows for automatic and immediate full recgvef all systems and applications all the
way down to the actual desktops. Further, sitepggant becomes more efficient and better
utilized through SRM by managing and monitoring sihanges and then duplicating changes
instantly. Finally, equipment costs for the disasteovery site are decreased and the issues
related to EOSL eliminated through the final UCSE¥Mware implementation.

CONCLUSION

Successful implementation of the virtualizationjpct proves that the university can
reduce complexity and costs while improving systapacity, flexibility, efficiency and
security. Budget and timeline reviews proved thaggqet can be completed within budget and on
schedule. Cost reductions proved to be dramatiardware, support and power consumption.
Further, the resiliency and flexibility of the emtistack has shown promise for future growth
with no impact to functionality. Issues concerngupport of antiquated infrastructure have been
altogether eliminated.

Difficulties and the impact of virtualizan have been limited to human labor,
organizational restructuring, availability of pradand a shift in security risks. Engaging
employees in training and targeted tasks provédxetoverwhelming at times due to the vast gap
in knowledge. The knowledge gap between understgride entire stack and new technology
well enough to implement each phase was reduceddi@iminated. Extra training of network
and security administrators as well as DBAs, éimugh vender assistance was required.
Information retention proved difficult and remedigdining is still needed. It is hoped that
through remedial training and the current knowleblgse, organizational restructuring will be

Keith M. Lard, keith.lard@gmail.com



Creating Robust Security and Efficiency by Reducingnfrastructure Complexity 17

simplified. However, management has to be cogniabthe current state system and
employment structure as it can and will play a pathe restructuring process.

On a positive note, greatdstsi were made in improving security. Security was
enhanced through simplification of account managgme€lear text authentication methods
moved to secure PKI mechanisms to reduce riskaekat super user credentials traversing the
network in the clear. A reduction in the numbepolicy enforcement points allowed the
remaining enforcement points to become more robligs.important to highlight that this
security enhancement could have been implementddutivirtualization. However, the
change was less complex with virtualization duthtoelimination of legacy configurations and
processes. Further, much of the human error ésaited in security issues was eliminated.

It is evident that the university iaying catch up in security and more advanced
security improvements are needed. Further, itimescclear that when implementing full
virtualization, trading one security risk for aneths inevitable. While the university has
reduced risk from human error, it has no contr@rdhe impact of vendors lagging behind the
technology that has been implemented. Vendorsinffesecurity solutions in virtual
environments have not yet provided options beybedraditional tools already being used
(Haletky, 2009 p. 431). The risk from human ersoalmost eliminated with reduced complexity
and automation. However, inter-node visibilityast within the virtualized network and not
regained until the information leaves the virtuavieonment.

Specific to this project is the need¢t up monitoring on the RAC nodes. RAC nodes
communicate on a “private” interconnect via the U»Btocol. When communicating via UDP,
the nodes do not necessarily need to be awarecbfagher and there is no mutual “handshake”
that occurs. This makes it much easier to eavesaind thus this channel must be protected
from sniffing to reduce the eavesdropping riskeniifying and monitoring these new risks in the
virtual environment now becomes a full time positamd a commitment to continued learning
and development. Optimization and virtualizatiteady help increase efficiency while
reducing complexity and operational costs. Howgthex trade off is in unknown security risks

and committing to human capital investment.
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Summary

Appendix A

This test plan is meant to outline the variousstesid procedures that will be tested during theeksrated
Deployment (AD) tests of the Unified Computing Systplatform being undertaken by the UIS team during
September 07 to October 01, 2010 (four weeks aurhti

Test Bed Topology

The UCS infrastructure being used for the AD tedbcated at UIS.

Test bed includes Fabric Interconnects (2x6120)$ d@assis (2x5108), four B250 M2 blades and two0B@

blades and one B440 M1 blade in the UIS AD confitjon.

Section 1 — UIS Infrastructure Setup

Assumptions:

UCS is racked, stacked and powered on.
Admin Access to UCS environment

Section 2 — General UCS Testing/Demonstration

This section serves to demonstrate the unique ddjgabof the Unified Computing System and thetsless

computing paradigm. This portion of the test plahile supported by the UIS staff, was developesgco.

Test Case Section 2.1 — Service Instantiation

18

Title Create Component Template Building Blocks
Test Case
#2.1a Purpose Demonstrate Hierarchical Nature of UCS ServiceiRrdemplates
1. Create WWN Pool
2. Create MAC Address Pool
Procedure 3. Create UUID Pool
4. Create Pin Groups
5. Create WWPN Pool
Title Create Component Templates
Test Case
it Purpose Demonstrate Hierarchical Nature of UCS ServiceiRrGemplates
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Procedure

PwnhE

Create VHBA Template
Create vVNIC Template
Create Server Pool
Create Boot Policy

Test Case
#2.1c

Title

Create Service Templates and Service Profiles

Purpose Demonstrate Hierarchical Nature of UCS ServiceiRrGemplates

Procedure

1.
2.

3.

Create Service Profile Template

Using Wizard, assign the various building blockd #8® Templates to the
Service Profile

Once Service Profile Template is complete, use @réate a resulting service
Profile or create multiple service profiles

Test Case Section 2.2 — Bare Metal Service Instailen and Operation

)

Title Install Operating System
Test Case
#2.2a Purpose Show the flexibility of Service-based provisioning
1. Assign the service profile to a physical blade
2. Using the KVM Console, observe the PNU OS boot @ssdo re-program the
‘personality’ of the physical server
Procedure 3. Using the Virtual Media option through the KVM caies, associate an ISO
image to the ‘CD’ drive of the server
4. Progress to the main install section of VMware «Sph.0 to show the boot t
SAN process and/or Local disk boot in action.
Title Demonstrate Service Profile Mobility
Test Case
#2.2b Purpose Show the benefits of stateless computing thrabgtviceldentity vs.Server Identity
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Procedure

akrown

Visually confirm ‘personality’ information on
a. MAC Addresses
b. WWN'’s
Shutdown UIS-ESX4 Service Profile
Disassociate UIS-ESX4 Service Profile from servér 1
Associate UIS-ESX4 Service Profile to server 2/4
Once booted, re-confirm UISs ‘personality’ informoat
a. MAC Addresses
b. WWN'’s
c. WWPN'’s
d. UUID

Test Case Section 2.3 — UCS Infrastructure Failur&cenarios

Test Case
#2.3a

Title

Remove a Fabric Interconnect During Operation

Purpose Show the full HA capabilities of the UCS platform

Procedure

1.

2.

From an associated server instance, start a cantinping test to a remote
system to test IP connectivity

From an associated server instance, start a ldegeopy to the array to test
Fiber Channel connectivity

While the above operations are running, physiaaigove a Fabric
Interconnect to break %2 of the connectivity paths

Observe resulting actions

Test Case
#2.3b

Title

Disable a Fabric Interconnect During Operation

Purpose Show the full HA capabilities of the UCS platform

Procedure

1.

2.

From an associated server instance, start a cantinping test to a remote
system to test IP connectivity

From an associated server instance, start a ldegeopy to the array to test
Fiber Channel connectivity

While the above operations are running, physidaitg off a Fabric
Interconnect to break ¥z of the connectivity paths

Test connectivity to the UCS Manager application

Observe resulting actions
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Remove a power supply connection

Show the ability of UCS to operate on limited powepplies

1. Remove redundant power in the following scenarios:
a. Single blade powered up
b. Two blades powered up
c. Multiple (and so on)

2. Monitor power usage in UCS interface for each test

Section 3 — Specific UCS Testing/Demonstration

Test Case Section 3.1 — UCS Use Case Testing

Concurrent changes to critical areas of UCS by kamaous users

Demonstrate UCS behavior when multiple users makages

. Create two service profiles at the same time ugirgsame MAC, UUID,

WWNN, and WWPN pools (use the same template)

2. Test behavior of UCS when two admins make RBAC ghkario the same use
account

3. Test behavior of UCS when two admins make diffe@@S changes to the
same profile

4. Test behavior of other critical items

Blade Failure Simulation test

Build VMware infrastructure using VMware vSpheregerating system on multiple
blades — test blade failure scenerio
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Procedure

PwnhE

No o

Install vSphere 4 on multiple blades using bootrfi8AN

Install Windows 2008 R2 as a virtual machine on ohthe ESX4 host
Install vCenter software on this Windows Virtualchae

Create Data Center and Cluster in vCenter. AdwbuarvSphere4 hosts and
build various virtual machines (Windows and Linux)

Enable HA and DRS on the cluster

Ping VM's IP from network for those VMs in the blade torémoved
Remove blade and monitor connectivity and Virtuadiines functionality

Test Case
# 3.1c

Title

Provisioning process

Purpose Document provisioning process of systems under UCS

Procedure

1.
2.
3.

Document provisioning process of a system front stefinish

Make note of efficiencies provided by UCS solution

Make note of required deviations from standard afp@nal processes needed
accommodate UCS, and any workarounds needed

Compare documented process to standard provisigmowess — Are their
efficiencies afforded on both the infrastructure B\Nperational sides?

Test Case
#3.1d

Title

Implement Microsoft clustering

Purpose Demonstrate Microsoft clustering on UCS

Procedure

1.
2.
3.

Install and configure Windows 2008 w
Install and configure SQL Server and clusterindvgaife
Test failover of nodes.

Test Case
# 3.1e

Title

Local RAID Disk Relocation

Purpose Test movement of existing RAID set with data tdefiént blade
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Procedure

Associate SP to blade using local disk policy ofiBA

Create data on local disks (install OS, createsfjistem, etc)

Physically remove blade associated with SP fronssisa

Move disks from original blade into a different éiéaremoved from chassis
Place blade with moved disks into chassis/slotigtral location of removed
disks

Accept the new blade in the slot location

Monitor SP startup and break into LSI Configuratidtility

Select SAS adaptor from list

Select RAID Properties -> Manage Array

0 Select Activate Array, waiting until Status is Qpéil

Select Synchronize Array and wait until complete

SRl A

'—‘“390.\‘.@

11. Exit LSI utility and monitor SP startup
12.Confirm data access
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Summary

Appendix B

This test plan is meant to outline the variousstesid procedures that will be tested during the \Akdnesting
phase of the application installation. Test vMotiwMware Dynamic Resource Scheduler, and VMwaghHi

Availability
Tes Objective

System

Cognos 8. Functional usag: Observe normal system opera

InfoEd Functional usag: Observe normesystem operatic

PS HF Functional usag: Observe normal system opera

PS Ct¢ Functional usag: Observe normal system opera

PS CF Functional usag: Observe normal system opera

Web Servel Functional usag: Observe normal system opera

Open File Functional usag: Observe normal system opera

Job Invocatior— UC4 to invoke | Functiona See that UC4 is able to invo

SQRs, cobols, App Engine, PS these jobs

agent.

Test Case Section 1.1 — VMware vMotion

Test Case
#4.1

Title

Configure applications to use VMware vMotion

Purpose

Demonstrate the capabilities of vMotion. Validatehardware in the VMware
“datacenter” is compatible and capable of vMotion.

Procedure

1. Create

@rpooow

h.
2. Create

application stacks with web and applicatien

configure and test Cognos 8.4

configure and test InfoEd

configure and test PeopleSoft HR

configure and test PeopleSoft Finance

configure and test PeopleSoft Campus Solutions

configure and test web servers

configure and test Open Filer

configure and test UC4

functional testing scenarios for each agptio that can be run

continuously and monitored in real time
3. While testing VMotion both the web tier and the kggiion tier and validate
that the application still functions correctly
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Test Case Section 1.2 — VMWare Dynamic Resource Schuling

Title Configure applications to use VMware DRS
Test Case

#4.2 Purpose Understand and demonstrate the capabilities of DRS.

1. Create application stacks with web and applicatiemn

configure and test Cognos 8.4

configure and test InfoEd

configure and test PeopleSoft HR

configure and test PeopleSoft Finanace

configure and test PeopleSoft Campus Solutions

configure and test web servers

configure and test Open Filer

configure and test UC4

2. Create functional testing scenarios for each agptio that can be run
continuously and monitored in real time

3. Use vMotion to move all of the machines to 2 noaled enable DRS on each
of the application servers. Validate that DRS mattically migrates web and
application servers to less busy nodes.

4. Place load on several servers in a single nodevalighte that DRS migrates
additional servers to less busy nodes.

Procedure

S@reo0oTy

Test Case Section 1.3 — VMware HA (High Availabili)

Title Configure applications to use VMware HA
Test Case

#4:3 Purpose Understand and demonstrate the capabilities of VidwrA.

1. Create application stacks with web and applicatiem

configure and test Cognos 8.4

configure and test InfoEd

configure and test PeopleSoft HR

configure and test PeopleSoft Finance

configure and test PeopleSoft Campus Solutions

configure and test web servers

configure and test Open Filer

configure and test UC4

2. Slmulate hardware failure and validate that virtumalchines get moved and
restarted on available hardware.

Procedure

Sempaoope
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Appendix C

UCS failure test plan and results based on recorde®e@ISCO hardware failure test plan for
UCS/RAC implementation.

Test Case
#5.1

Title

Single link failure public interface

Purpose Understand and demonstrate traffic disruption askreviction

Procedure

1. Let the system run workload for at least 20 rr@su

2. Disconnect the first 10 GigE public network ceation from the first chassis
3. Wait for 5 minutes and reconnect this connection

4. Wait 5 minutes after the reconnect.

5. Disconnect the first 10 GIigE public network ceation from the second
chassis.

6. Wait for 5 minutes and reconnect this connection

7. Wait 5 minute after the reconnect.

8. Disconnect the second 10 GigE public networkneation from the first
chassis.

9. Wait for 5 minutes and reconnect this connection

10. Wait 5 minute after the reconnect.

11. Disconnect the second 10 GigE public networknheation from the second
chassis.

12. Wait for 5 minutes and reconnect this connectio

Results

The single network disconnection should not cangedssruption in the
Interconnect/Ethernet or FC/SAN traffic.

No node eviction, hangs should occur.

Test Case
#5.2

Title

All links failure public interface

Purpose Understand and demonstrate traffic disruption avatereviction

Procedure

1. Disconnect all 10 GigE network connections anfttst chassis, connecting i
to the public network

2. Wait for 5 minutes and reconnect the networkneations.

3. Wait 5 minutes

4. Disconnect all 10 GigE network connections angbicond Chassis,
connecting it to the public network

5. Wait for 5 minutes and reconnect the networkneations.

6. Wait 5 minutes
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Results

Single IOM Failure. Nodes should be able to corgimwwrk over the other IOM.
It should not cause any disruption in the Intere@mtfiEthernet or FC/SAN traffig.

No node eviction, hangs should occur.

Test Case
#5.3

Title

Single link failure private interface

Purpose Understand and demonstrate traffic disruption asakereviction

Procedure

1. Let the system run workload for at least 20 rr@sau
2. Disconnect the first 10 GIigE private network mwection from the first chassig.
3. Wait for 5 minutes and reconnect this connection

4, Wait 5 minutes after the reconnect.

5. Disconnect the first 10 GIigE private network mection from the second
chassis.

6. Wait for 5 minutes and reconnect this connection

7. Wait 5 minute after the reconnect.

8. Disconnect the second 10 GigE private networineation from the first
chassis.

9. Wait for 5 minutes and reconnect this connection

10. Wait 5 minute after the reconnect.

11. Disconnect the second 10 GigE private networlnection from the second
chassis.

12. Wait for 5 minutes and reconnect this connectio

13. Wait 5 minute after the reconnect.

Results

The single network disconnection should not cangedssruption in the
Interconnect/Ethernet or FC/SAN traffic.

No node eviction, hangs should occur.

Test Case
#5.4

Title

All links failure private interface

Purpose Understand and demonstrate traffic disruption asdkreviction

Procedure

1. Disconnect all 10 GigE network connections anfttst chassis, connecting i
to the private network

2. Wait for 5 minutes and reconnect the networkneations.

3. Wait 5 minutes

4. Disconnect all 10 GigE network connections angbcond Chassis,
connecting it to the private network

Keith M. Lard, keith.lard@gmail.com



Creating Robust Security and Efficiency by Reducingnfrastructure Complexity 28

5. Wait for 5 minutes and reconnect the networkneations.
6. Wait 5 minutes

Results

Single IOM Failure. Nodes should be able to corgimork over the other IOM.
It should not cause any disruption in the Inter@mtficthernet or FC/SAN traffig.

No node eviction, hangs should occur.

Test Case
#6.1

Title

Single Fiber Channel link failure

Purpose Understand and demonstrate traffic disruption asdkreviction

Procedure

1. Let the system run workload for at least 20 rr@sau
2. Fail the first FC connection from the expansioodule, connecting to the firgt
SAN switch.

3. Wait for 5 minutes and reconnect the FC conoacti

4. Wait 5 minute after reconnect.

5. Fail the second FC connection from the expansiodule, connecting to the
second SAN switch.

6. Wait for 5 minutes and reconnect the FC conoacti

Results

The single FC disconnection should not cause asrypgliion in the FC/SAN
traffic.

No delays or hangs should occur.

Monitor the multipath software for correct path féetection and path failover

Test Case
#6.2

Title

Double Fiber Channel link failure

Purpose Understand and demonstrate traffic disruption askreviction

Procedure

1. Let the system run workload for at least 20 rresu

2. Fail both FC connections from the expansion nedwonnecting the SAN
Switches.

3. Let the nodes reboot.

4. During reboot, reconnect the FC connections.

5. Make sure the cluster start up again, afterdg@nmnection.
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The whole cluster is expected to reboot due tag®disconnection.
Make sure after reconnection, node are able togpaagain.

Both IOM’s on a single UCS Chassis fail

Understand and demonstrate traffic disruption asdereviction

1. Disconnect all 10 GigE network connections (hmiblic and private IOMs)
on either of the chassis.
2. Wait for 10 minutes and reconnect the networkneations to both the IOMs

All nodes in the failed chassis should reboot.

The nodes in the other chassis should continueot&.w

Fabric Interconnect failure

Understand and demonstrate traffic disruption awgtereviction

1. Let the system run workload for at least 20 rresu
2. Fail either of the Fabric Interconnect by powgrit down.
3. Wait for 5 minutes and power up the switch.

The FI disconnection should not cause any disraptidhe Ethernet or FC/SAN
traffic.
No node eviction or hangs should occur.

Single host failure

Understand and demonstrate traffic disruption asdereviction
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1. Let the system run workload for at least 20 rr@au

2. Fail a single blade from the first chassis bWipg it out of the chassis.
3. Wait for 5 minutes

Procedure 4. Fail a single blade from the second chassisutling it out of the second
chassis.

5. Wait for 5 minutes

6. Move all blades back in place.

The removed nodes should be detected in the clwittan the CSS miscount
(60 seconds) time.

Instance recovery will happen for the failed blades

Results Make sure that the failure of a single blade dagscause hangs or delays in the

Ethernet or SAN network due to reconfiguration.

Make sure that when the blades startup again tiieythe cluster without
problems.

Title Multiple host failure
Test Case

#9.2

Purpose Understand and demonstrate traffic disruption askreviction

1. Let the system run workload for at least 20 rresu

2. Fail 4 blades simultaneously by powering downdhassis.
3. Wait 10 minutes.

4. Power up the blade chassis.

Procedure

The removed nodes should be detected in the clwitten the CSS miscount
(60 seconds) time.

Instance recovery will happen for the failed blades
Results

Make sure failure of blades in a single chassis et cause hangs or delays i
the Ethernet or SAN network due to reconfiguration.

—

Make sure that when the blades startup again tiieythe cluster without
problems.
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